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ABSTRACT

With the recent surge in network intrusion attempts, there is a growing emphasis on prompt and accurate
responses. Given that each intrusion type necessitates a distinct response approach, accurately identifying
network anomalies is crucial for an effective response. Research on classifying network anomalies using
classification models with autoencoder-based anomaly detection has garnered significant attention. However,
network data presents an unbalance problem for abnormal data, which is challenging to collect, leading to
limited performance. This limitation arises from the disparity in distribution between the detected data of
autoencoder-based anomaly detection and the training data of classification models. To address this issue, this
study proposes a solution that employs fine-tuning techniques with the classification model. Simulation results

demonstrate that the proposed system surpasses previous research results across all evaluation metrics.
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Table 3. Performance comparisons (NSL-KDD)

(c) DNN (d) SVM (e) Label distribution

NSL-KDD dataset[27]: mean (+1 standard deviation)

Accuracy Recall Precision F1-score Fall-out Specificity MCC

Proposed 0.9036 0.9062 0.9085 0.9039 0.0396 0.9633 0.8505
P (+0.0161) (+0.0123) (+0.0176) (+0.0072) (+0.0098) (+0.0088) (+0.0259)

. 0.8338 0.8432 0.8329 0.8398 0.0439 0.9338 0.7644

Multi-stage [9]

(£0.0044) (+0.0035) (+0.0108) (+0.0053) (£0.0024) (+0.0023) (+0.0072)

DNN [19] 0.8595 0.8543 0.8451 0.8483 0.0599 0.9401 0.7834
(+£0.0053) (£0.0074) (+0.0129) (+0.0093) (+£0.0014) (£0.0049) (+0.0066)

SVM [14] 0.8214 0.8297 0.8508 0.8096 0.0714 0.9286 0.7407
(£0.0032) (£0.0044) (¥0.0071) (+0.0027) (£0.0047) (£0.0046) (+0.0053)
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Table 4. Performance comparisons (CSE-CIC-IDS 2018)

CSE-CIC-IDS 2018 dataset[28]: mean (+1 standard deviation)

Accuracy Recall Precision F1-score Fall-out Specificity MCC

Proposed 0.9500 0.9342 0.9442 0.9392 0.0222 0.9778 0.9293
P (+0.0032) (+0.0078) (+0.0055) (£0.0021) (+0.0093) (+0.0064) (+0.0019)
Muti-stage [9] 0.8547 0.8348 0.8333 0.8341 0.1667 0.7139 0.8233
(+0.0045) (0.0071) (+0.0023) (£0.0092) (£0.0056) (+0.0037) (+0.0088)

DNN [19] 0.8272 0.8236 0.8182 0.8209 0.0196 0.7804 0.7809
(£0.0024) (+0.0029) (+0.0103) (£0.0049) (£0.0028) (+0.0028) (+0.0068)

SVM [14] 0.8405 0.8195 0.8212 0.8204 0.1805 0.6995 0.8195
(£0.0037) (+0.0068) (+0.0035) (£0.0078) (£0.0058) (+0.0035) (+0.0074)
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Table A1. Table of notation
Notation Meaning Notation Meaning
X Total data set e Sample of X
Y Label of X y Sample of Y
d Number of features J Number of anomaly types
Q Class distribution of Y Qk’ Class distribution of 'yig
K Number of total detection stage k Detection stage
dy Output node of Ath detection stage Zy Output of kth detection stage
ZK Sample of Zy Zk’ Detected data of kth detection stage
€ (Zk) Anomaly score function 5k Threshold
llc Label of Zk, Yy Frozen parameters
¢k Tunable parameters {1llk,¢k} Classification model
n Learning rate L Cross-entropy loss
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E A2. NSLKDD Hole] Al 25l sjo]s|sjzirle] A4

Table A2. Hyperparameter settings at NSL-KDD dataset

Hyperparameter Value Hyperparameter Value
Autoencoder Classification model
Encoder hidden [27, 21, 15] Y1, $1} [15, 15, 5]
Decoder hidden [15, 21, 27] (Y2, 92} [27, 27, 5]
Number of detection stage 4 {3, P3} [21, 21, 5]
Number of hidden layer 2 W4, b4} [15, 15, 5]
Epochs 200 (o) Final layer
Batch size 128 Optimizer Adam
Optimizer Adam Activation function ELU
Learning rate le-3 Epochs(Pre-train/Fine-tune) 100/50
Activation function ELU Batch size(Pre-train/Fine-tune) 128/64
SVM DNN
C 1 Epochs 100
Kernel rbf Batch size 128
Degree 3 Optimizer Adam
Gamma scale Learning rate le-3
Tol le-3 Hidden layer 2
Max_iter -1 Hidden node [27, 27, 5]
Class_weight None Activation function ReLU
F A3. CSE-CIC-IDS 2018 dlo|&] Al =®l slo]ziz}e}nle] A4
Table A3. Hyperparameter settings at CSE-CIC-IDS 2018 dataset
Hyperparameter Value Hyperparameter Value
Autoencoder Classification model
Encoder hidden [68, 51, 34] {1, 91} [34, 34, 15]
Decoder hidden [34, 51, 68] {2 ¢,} [68, 68, 15]
Number of detection stage 4 (Y3, @3} [51, 51, 15]
Number of hidden layer 2 (Y4, @4} [34, 34, 15]
Epochs 100 bi Final layer
Batch size 256 Optimizer Adam
Optimizer Adam Activation function ELU
Learning rate le-4 Epochs(Pre-train/Fine-tune) 50/30
Activation function ELU Batch size(Pre-train/Fine-tune) 128/64
SVM DNN

C 1 Epochs 50
Kernel rbf Batch size 256
Degree 3 Optimizer Adam
Gamma scale Learning rate le-4
Tol le-3 Hidden layer 2
Max_iter -1 Hidden node [68, 68, 15]
Class_weight None Activation function ReLU
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